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CYBER RISK MANAGEMENT (CRM) for 
Autonomous or Remote-Controlled Ships

AGENDA

• CRM to today’s ships

• CRM for autonomous or remote-controlled ships
• MASS Code development 

• US CRM Efforts

• Cyber Related Standards and Guidelines
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Ships as an Island vs. Ships as Part of a System 
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CYBER RISK MANAGEMENT – SHIPS 

Flag State Implementation (June 2017 – January 2021)

USCG collaborating with industry to develop a clear path to 
compliance with MSC Resolution 428(98)

Development of industry standards, Company implementation, 
verification, and feedback through the SMS audit process

IMO – Maritime Safety Committee Resolution 428(98) (June 2017)

Affirms that approved Safety Management Systems should take 
cyber risk management into account

Encourages administrations to ensure that cyber risks are 
appropriately addressed in safety management systems by 1 

January 2021

IMO – MSC/FAL Circ. 3 (May 2016) 

Guidelines on Maritime Cyber Risk Management (previously MSC. Circ 1526)

Establishes high-level guidelines for a holistic, risk 
management approach to cyber

Aligns with NIST Cybersecurity Framework

4



CYBER RISK MANAGEMENT – SHIP SMS 

Standards 
Development

Appropriate standards will follow the Guidelines for  
Cyber Risk Management (MSC/FAL Circ. 3)

Incorporation

of CRM

into SMS

Company selects an appropriate standard and 
incorporates those practices into their SMS

Review of

SMS by RO

Recognized Organization (RO) reviews 
SMS during annual review

New DOC 
issued

New DOC is issued in accordance with 
MSC Resolution 428(98) prior to 
01 January 2021

Evaluation

during 

SMS audits

SMS audits will provide feedback and 
verification

Clear path to compliance:

MSC Resolution 428(98) 

Maritime Cyber Risk Management in 

Safety Management Systems
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CRM for MASS/ROC System 

Ship/ROC Relationship & Critical 

Systems/Vital System Automation

Cyber-Informed Engineering – Broad foundational structure 
that advocates for the inclusion of cybersecurity as a principle 
element of risk management

Supply Chain 
Vulnerability 

Asset 
Inventory 

Network 
Segmentation 

CIE

Learning

Focus

ContextAnalysis

Action
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Draft MASS Code and CRM

Chapter 3: System Design Principles
• 3.7 Security and Cybersecurity: Security measures 

to protect the systems on the MASS and the ROC 
should be incorporated to prevent unauthorized 
access and cyber threats. 

• 3.3 Robustness and Reliability

• 3.5 Redundancy and Fault Tolerance 

Chapter 4: Software Principles

Chapter 5: Connectivity 

Chapter 7: Human-Machine Interface
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NIST Framework & DHS CISA Cybersecurity 
Performance Goals

The CPGs are intended to be:
• A baseline set of cybersecurity practices broadly applicable 

across critical infrastructure with known risk-reduction 
value.

• A benchmark for critical infrastructure operators to measure 
and improve their cybersecurity maturity.

• A combination of recommended practices for information 
technology and operational technology owners, including a 
prioritized set of security practices.
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US & CYBER RISK MANAGEMENT
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CYBER RELATED STANDARDS AND GUIDELINES
International Standards:

• ISO/IEC 20000-1:2011 Information Technology – Service management system 

requirements

• ISO/IEC 27001:2013 – Information Technology – Information security management 

systems

• ISO/IEC 27002:2013 – Information Technology – Code of practice for information 

security controls

• ISO 28001:2007 – Security management systems for the supply chain

• ISO 31000:2009 – Risk management – Principles and guidelines

• ANSI/ISA-62443-4-2, Security for Industrial Automation and Control Systems: 

Technical Security Requirements for IACS Components

Industry Recognized Standards:

• National Institute for Science and Technology (NIST) Framework for 

Improving Critical Infrastructure Cybersecurity

International Guidance:

• Marine Safety Committee/Facilitation Committee (MSC/FAL) Circ. 3, Guidelines on 

Maritime Cyber Risk Management

• Up for Revision at MSC 108 – Agenda Item 6 

• MSC Resolution 428(98) Maritime Cyber Risk Management in Safety Management Systems

Guidelines:

• International Association of Ports and Harbors (IAPH) Cybersecurity Guidelines for Ports and Port Facilities.

• International Association of Classification Societies (IACS) Recommendation on Cyber Reliance No. 166

• ASTM F3449 20 Standard Guide for Inclusion of Cyber Risks into Maritime Safety Management Systems in 

Accordance with IMO Resolution MSC.428(98) Cyber Risks and Challenges

White Paper on Cybersecurity Aboard MASS Submitted by France: 

• MSC 108/INF.2 – Development of a Goal-Based Instrument for Maritime Autonomous Surface Ships (MASS)
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THANK YOU!
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